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KEY BENEFITS

Armed with Tenable.io, a Cyber Defender can quarantine a server deemed vulnerable by Tenable. When
a CyberArk user tries to access a privileged account in a vulnerable server, the CyberArk Privileged
Account Security Solution can immediately implement higher security controls around that server.

This integration between Tenable.io and CyberArk helps mitigate the risk of a potential breach by
preventing privileged accounts, on vulnerable servers, from being accessed.

PRODUCT DIAGRAM & DESCRIPTION OF PRODUCT INTEGRATION

e CYBERARK <« Vulnerability Levels tenable®m

The integration between Tenable.io and CyberArk was developed around the CyberArk’s PVWA
Ticketing Integration framework (which provides a powerful user-exit capability) used in this particular
case, to validate whether access (Show, Copy, or Connect) to a server’s privileged account should be
granted or not, due to vulnerabilities exposed by the information queried against Tenable.io.

The distribution zip contains two DLL files (CyberArk.Validator.dll & RestSharp.dll) and the
TenablelOAPIKeys.zip file. The interaction with Tenable.io is governed by a specific set of Ticketing
Parameters described in the Configuration section of this document.

The integration implements a hierarchy: Vulnerability Manager -> Vulnerability Subset -> Conditions

These are defined as Ticketing System parameters defined in the PVWA Administration page. You can
specify as many parameters as required. The parameters can be specified in different hierarchies and
levels and are transferred to the integration module in an xml object when a user clicks on Show, Copy,
or Connect. Based on the logic defined by these parameters, the integration module determines if the
user will be denied access to a server with vulnerabilities. See Appendix 1 for an example of the XML
object.



INSTALLATION

Extract the Tenable.lO-Dist distribution into a clean folder. It contains the following files:

4 CyberArk.Validator.dll
4| RestSharp.dll
| TenablelOAPIKeys

CREATE THE TENABLE APl USER

Login to Tenable.io and create a user for the integration:
Edit User / apiuser@cyberark.com

< Back to Users

Account Settings AP Keys
User Info \

Username apiuser@cyberark.com

User Enabled L4

Full Name API User

Email CEEEEE———

Role Administrator A

Change Password

New Password

Save Cancel

Click on API Keys to generate the keys that will allow the integration to login as this user through the Tenable REST
API. You'll need them on the next step:

Account Settings API Keys

API Keys are used to authenticate with the Tenable.io REST API (version 6.4 or greater) and passed with
oo requests using the "X-ApiKeys" HTTP header. For more details, see the APl documentation.

== MNOTICE: AFI Keys are only presented upon initial generation. Fleasze store them in a safe location as they
can not be retrieved later and will need to be regenerated if lost.

Access key: (D
secret Key: (I



IMPORT THE TENABLE.IO APl KEYS PLATFORM

The API Keys required to query the Tenable.io platform need to be stored inside CyberArk. For that you need to
import the Tenable.lO APl Keys platform that came in the distribution file. Login to the PVWA and click on
ADMINISTRATION -> Platform Management. Click on Import Platform, select the TenablelOAPIKeys.zip file from
the distribution, and click Open:

NITORING APPLICATIONS REPORTS ADMINISTRATION

Administration = Platform Management

Platform Management g (® Import Platform

| Target Acco T | & » ThisPC » Downloads » v C.| | Search Downloads

Name Organize *  MNew folder
Amazon Web Sel A . ~ Mame Date modified
- Favorites
Amazon Web Se B Desktop | TenablelOAPIKeys 4010/2017 750 PM  File folder
Amazon Web Se 1 Downloads i5) AWSToolsAndSDKFarMet_sdk-3.3.55.0_ps.. 2/22/2017 7:13PM  Windows Installer ..
Cisco Enable via “El Recent places B CAPlainlDWrapper.exe 2/2/2017 710 PM Application
Cisco Enable via (3 ducauthproxy-2.4.14.1.exe 3/9/2016 1240 PM  Application
Cisco router via 9 1M This PC m gvim80-069.exe 2/2/2017 T:58 PM Application

i Desktop #5 NDP432-KB2901907-486-x64-AlI0S-ENU....  3/2/2016 1:07 PM Application
| Documents |._§.j TenablelOAPIKeys.zip 4/10/2017 7:58 PM Compressed (zipp...

& Downloads
FTP Connection U Music v <] [

Cisco router via

Facebook via htty

Linux PCI Root File name: |TenabIeIOAPIKeys.zip v| [ Al Fites ()
Linux_SSH_Pro |

Microsoft Azure

LY TRV — )

Open

You should see an upload progress indicator followed by the following message:

Platform Import »

L1

i ) Platform TenableIQ API Keys was imported successfully




CREATE THE API ACCOUNT ON THE PVWA

Logon to the PVYWA and go to Accounts -> Add Account.
Select a Safe, the Device Type must be Imported Platforms, Platform Name must be TenablelO API Keys.

Enter your Tenable.io Username on the Access Key field, your Access Key in Tenable.io API Key ID field, and in the
Password field enter you Tenable Secret Key:

POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS

Add Account

Store in Safe: [Select] v

Device Type: Imported Platforms v

Platform Name: TenableIO API Keys v [g

Required Properties:

Access Key: [Your Tenable.io Username |

Tenable.io API Key ID: [vour Tenable.io Access Key ]

Optional Properties:

:] Address: [ I Ten.ﬁble-ig S@cret K_ey

Password Content

Password: [esccee |

Confirm Password: [osssse ]

Name: ® Auto-generated (Name pattern: DeviceType-PolicyID-Address-Username-vty-DSN-
ServiceName-TaskName-SystemNumber-Client )
D Custom | |

Disable automatic management for this account
Reason: |

Save | Cancel |

Click on Save when done.



INSTALL THE CODE

Copy the two DLL’s on the distribution to %inetpub%\wwwroot\PasswordVault\Bin on the PVWA
server, then restart IIS:

Administrator; Command Prompt

icrosoft Windows [Uersion 6.3.96HA]
(c?» 2013 Microsoft Corporation. All rights reserved.

sUWindowsssystem3dZ2 riisreset

Attempting stop...

Internet services successfully stopped
Attempting start...

Internet services successfully restarted

sMindowsssystemd2 >

Log-in to the PVWA as a vault administrator user, then go to ADMINISTRATION and click on Options:

POLICIES ACCOUNTS MONITORING APPLICATIONS REPORTS

ADMINISTRATION

|€1L Setup Wizard

System Configuration

Component Settings
Hame

Opfions

Safe Templates

LDAP Integration
Motification Settings

Platform Management

Right click on Ticketing Systems and select Add System:



(# =] Default Safe Authorizations
# [Z] Dual Control
1+ [=] Ticketing Systems
# [=] Connection Components
# =] Privileged Session Management U
# [=] Privileged Session Management
# =] Reports
# [=] Access Restriction
=] Logging
[=] Caching
# =] Configuration References
[=] Privileged Account Request

AR
Move U§

Move Down

iﬁcati ons ]

items
Stion with ex




On the Properties section enter the following information:

Name: You can enter any value.

Assembly: Corresponds to the name of the dll file provided in the package. You must enter
CyberArk.Validator as shown here:

Happly  [Hlok 3% cancel

Options <%
Search... Go
S
=] Web Charts

+ =] Authentication Methods

+ =] Default Safe Authorizations
+ =] Dual Contral

=l =] Ticketing Systems

= =] Terable.io

Properties
Mame Value
* Mame Tenable.io
Aszsembly CyberArk.Validator
Class

IncideniTicketidentification

ChangeTicketldentification

After clicking Apply, Tenable.io will appear under Ticketing Systems. Right click on it and select Add

Connection Details:

(=] Uual Gontrol ASSEMDIY
= [=] Ticketing Systems Class
=] Tenable.io
# =] Connection Components Add Connection Details
| 5 Privileged Session Management U Add Ticketing Parameters
+ /=] Privileged Session Management
j Delete

= [=] Reports

-

You will need to provide the safe, folder (root), and object name from the account you created on the

previous step:

[Slappty  [E]ok 32 cancel

Options
Search...

& =] Dual Contral

= =] Ticketing Systems

= =] Tenable io

«| Properties
Go MName
+ Safe
Folder

* File

=] Connection Details
+ [£] Ticketing Parameters

Value
Cloud Privileged Accounts
Root

Cloud Service-TenablelOAPIKeys-apiuser



Click OK, then Right Click on Tenable.io and select Add Ticketing Parameters. A new Ticketing

Parameters section will appear under Tenable.io, below Connection Details. Right click on it and select
Add Parameter:
=l =] Ticketing Systems
= £ Tenableio
=] Connection Details
+ =] Ticketing Parameters
= :_:=] Connection Components

Add Parameter

Name this Parameter Message and enter a generic message you want the PVWA to display when
denying access to a vulnerable server. This message will apply to ALL Vulnerability Managers.

[m].ﬁpplyr [p,_.,]CIK 2 Cancel

Options <  Properties
Search... Go Mame Value
4 [=] Default Safe Authorizations ~ Name Message
# =] Dual Contral Walue Access Denied by Tenable.io
= [=] Ticketing Systems
= =] Tenable.o

=] Cennection Details
=1 =] Ticketing Parameters
H =] Message

You will be able to define additional messages, which will follow the generic message, providing specific
details, in the following subsections. Repeat the process to add a new parameter called
VulnerabilityManager. The value of this parameter is not validated but you can use the value for
reference purposes:

[E]Appl'_.r [EIJOK 5% Cancel

Options “ Properties

Search... Go Mame Value
# [=] Default Safe Authorizations A Name VulnerabilityManager
+l =] Dual Control Value Tenable.io

=l =] Ticketing Systems
= =] Tenable.io
=] Connection Details
= =] Ticketfing Parameters
= &) VulnerabilifyManager



Next step is to add a Vulnerability Set. Right click on VulnerabilityManager and select Add Parameter.
On Name enter VulnerabilitySet. Use Value for documentation purposes:

Options |  Properties
Search... Go Mame Value
= g'ﬁnkeﬂng Systems Mame Vulnerability Set
= & Tenable.io ~ Value Any server with Critical Vulnerabilities

=] Connection Details
= [=] Ticketing Parameters
= 5 VulnerabilityManager
H =] VulnerabiliySet

This integration is able to validate multiple properties from both Tenable and CyberArk. See Appendix 2
for the complete list. To restrict access to servers identified by Tenable to have a Severity Vulnerability
4, right click on VulnerabilitySet and select Add Parameter. Name it Severity and enter a Value of

Critical.
Options “ Properties
Search... Go MName Value
= :_:=] Tenable.io Mame Severity
=] Connection Details ~ Value Critical

= [=] Ticketing Parameters
= :_:=] ViulnerabilityManager
= =] VuinerabilitySet
=] Severity

It's highly recommended that you also add a specific message, that will be appended to the generic
message defined earlier, explaining the reason users are being denied access. Right click on
VulnerabilitySet -> Add Parameter and named it Message. Enter : Restricted access due to Critical
Vulnerabilities and save it:

Options “ Properties
Search... Go Mame Value
=l 5 Tenable.io Mame Message
=] Connection Details ~ Walue : Resfricted access due to Critical Vulnerabilities

= (=] Ticketing Parameters
=l 5 VulnerabilityManager
= 5 VulnerabilitySet
=] Severity
=] Message
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When you try to access (show/copy/connect) to any account residing on a server that has a Tenable.io
Severity 4 vulnerability you will get an error message:

Ticket Information
Choose the ticketing system: Tenable.io

Enter ticket ID: Error X

@ Access Denied by Tenable.do: Restricted access due to Critical Vulnerabilities

OK

This completely locks all users from access to all servers with vulnerability 4. However this is not very
useful because somebody will need to connect to fix the vulnerabilities. Let’s amend the Vulnerability

Set to allow a senior Sysadmin to connect and repair the vulnerabilities. Add another parameter to the
Vulnerability Set called NOT IN:RequestingUser and assign a value of Mike and save it:

Options 4|  Properties
Search... Go MName Value
= :_::I Tenable_io Name NOT IN:RequestingUser
=] Connection Details Value Mike

= =] Ticketing Paramesters
= :_:=| VulnerabilityManager
= 5] VulrersbilifySet
= F] Severity
= [=] Message
= & NOT IN:-Requestingl

This will allow only user Mike to connect to these servers, so the vulnerabilities can be addressed. The
NOT IN operator allows you to specify a list, in this case of users.

11



Let’s restrict access to all OS accounts residing on servers classified by Tenable.io with a CVSS Base Score
of 10, start by creating a new Vulnerability Set by right clicking on Ticketing Parameters and selecting
Add Parameter. Under Name enter VulnerabilitySet and under Value a good label for documentation
purposes:

Options & Properties
Search... Go Mame Value
=l :_:=|'I'||::keting Parameters Mame Vulnerability Set
3 ) VunersbiityMansger "™ | vae CVSS Base Score 10

B &) VulnerabilitySet
= =] VulnerabilifySet

Add a parameter to your newly created Vulnerability Set. Name it plugin.attributes.cvss_base_score.
Enter 10 in Value and save it.

Options |  Properties
Search... G0 Mame Value
=) (=] Ticketing Parameters MName plugin.attributes.cves_base score
= :_:=| VulnerabilityManager A Value 10

] VulnerabilitySet
= & VulnerabilitySet
=] plugin atirbutes. cvs:

This will prevent access to servers that Tenable.io has identified to have a CVSS base score of 10. It’s
always a good idea to exclude a list of users who are capable or addressing the vulnerabilities. Add a
new parameter called NOT IN:RequestingUser and enter a value of Mike. Finally let’s add a customized
error message that will identify both the Plugin ID under which access is been denied as well as the

solution:
Options <| Properties
Search... Go Mame Value
= % VulnerabilitySet Name Message
- - ~
(5] plugin.atfributes.cvs: Value : CVSS BASE SCORE - § il iption (PluginlD: $ ility.plugin_id) - ion: $ ility.golution [See Also: § ility.see_also]

1 [E] Message

The value in the message field is:
: CVSS BASE SCORE - Svulnerability.description (PluginID: Svulnerability.plugin_id) - Solution:
Svulnerability.solution [See Also: Svulnerability.see_also]

The full list of variables you can use is listed in Appendix 3.
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Now add a new parameter called DeviceType and enter Operating System as its value

Options < Properties
Search... Go MName Value
= & VuinerabilitySet Mame DeviceType

i e A
# [5] plugin.attributes. cvs: Value Operating System
@ [=] Message

& =] DeviceType

-

When a user, other than Mike, attempts to connect to a server on which Tenable.io has identified one of
the plugins in the list, he/she will get the message:

Connect with Account

Error

Access Denied by Tenable.io: CVSS BASE SCORE - The remote Red Hat server is missing the
latest bugfix update package. As a result, it is likely to contain multiple security

vulnerabilities. (PluginID: 14657) - Solution: Apply the latest update. [See Also:
https://access.redhat.com/articles/3078 hittps://rhn.redhat.com/errata)

#

Also notice that this will only apply to Operating Systems type of accounts, all other account types will
be allowed access.
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Finally keep in mind that Vulnerability Sets are evaluated as an OR, meaning when the first one is found
to be true we stop evaluating the rest. The parameters and conditions inside a Vulnerability Set are
evaluated as an AND, meaning that all of them must be true for the Vulnerability Set to deny access. Use
this rule to properly segment conditions across Vulnerability Sets to manage access.

Options | Properties
Search... Eo Mame Value
= =] Tenable.io Mame Vulnerability Set
=] Connection Details Value CVSS Base Score 10
=1 =] Ticketing Parameters
= & VulnsrabilityManager
H F] VulnerabilitySet
= [E] VulnerabiliySet
| 5 plugin. affributes. cvss_base score
=] Message
=] DeviceType
=[] plugin family
Properties Properties Properties
Mame Value MName Value Mame Value
Mame DeviceType Mame plugin.family Mame plugin.attributes.cves_bage score
Value Operating System Value Gain a shell remotely WValue 10

14




ENABLING THE INTEGRATION FOR THE RELEVANT PLATFORMS

Enable the integration (Ticketing System) for platforms where you want to deny access to servers with
specific vulnerabilities identified by Tenable.io. Log-in to the PYWA as a vault administrator user, go to
ADMINISTRATION and click on Platform Management. Select your platform and click on Edit:

UTIX Vid DoH

Name Device Type Status ~

Twitter via hitps Website Active A DESCRIPTION
Unix via S5H Operating System Active Lo

Unix via S5H Keys Operating System Active STATUS @

Unix via S5H Keys for AWS Operating System Active
Unix via SSH with ADBridge Operating System Active

VMWare ESX Account Operating System Active

VMWare vCenter Personal Application Active

VMWare vCenter Shared Accounts Application Active

Windows Deskiop Local Accounts Operating System Active

Windows Domain - Multi Level Approval Operating System Active

Windows Domain Account Operating System Active

Windows Server Local Accounts Onerafing Svustem Active

Z-Series Windows Domain Acfounl | l?‘parJah'ng System Active 'Dj

[Sample Password Group Platform] Misc Inactive v Duplicate

If you do not already have an active Ticketing System, then expand Ul & Workflows, click on Ticketing
System, and set both EnterTicketinginfo and ValidateTicketNumber to Yes. Then click OK:

[ appty  [Elok 32 cancel

Unix via SSH < Properties

Search... Go Mame Value

= [=] Target Account Platform EnterTicketinginfo Yes
= =] U1 & Workflows Validate TicketNumber Yes

+ [£] Properties

+ =] Linked Accounts
4 =] Ticketing System
H |§| Privileged Session Management TickefValidationTimingWithDualContrel  WhenAccessingAccountAfterConfirmation

DizableDualControlForincidentTickets Mo

DisableDualControlForChangeTickets Mo

S e T U NP T

Note: If you have multiple ticketing systems you can enable only some of them for a specific platform,
please refer to section “Integrating with Ticketing Systems” of the “Privileged Account Security
Implementation Guide” documentation.
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APPENDIX 1: XML EXAMPLE

<TicketingParameters>
<Parameter Name="VulnerabilityManager" Value="Tenable.io">
<Parameter Name="VulnerabilitySet: Restrict OracleDB with High Risk" Value="Prevent access to Databases with high risk
plugins">
<Parameter Name="REGEX:PolicyID" Value="Oracle" />
<Parameter Name="DeviceType" Value="Database" />
<Parameter Name="IN:plugin.id" Value="55786" />
<Parameter Name="Message" Value=": Svulnerability.description (PluginID: Svulnerability.plugin_id) - Solution:
Svulnerability.solution [See Also: Svulnerability.see_also]" />
<Parameter Name="AllowTransparentConnection" Value="True" />
</Parameter>
<Parameter Name="VulnerabilitySet: OS - Gain Shell Remote - Critical" Value="Restrict Show/Copy to Operating System,
where vulnerability family: &quot;Gain a shell remotely&quot; and Severity 4">
<Parameter Name="DeviceType" Value="Operating System" />
<Parameter Name="plugin.family" Value="Gain a shell remotely" />
<Parameter Name="Severity" Value="Critical" />
<Parameter Name="AllowTransparentConnection" Value="True" />
<Parameter Name="Message" Value=": Svulnerability.synopsis (PluginID: $vulnerability.plugin_id) - Solution:
Svulnerability.solution [See Also: Svulnerability.see_also]" />
</Parameter>
<Parameter Name="VulnerabilitySet:No Access for Critical" Value="Any server with Critical Vulnerabilities">
<Parameter Name="Severity" Value="Critical" />
<Parameter Name="Message" Value=": Restricted access due to Critical Vulnerabilities" />
<Parameter Name="NOT IN:RequestingUser" Value="John" />
<Parameter Name="AllowTransparentConnection" Value="True" />
</Parameter>
</Parameter>
<Parameter Name="Message" Value="Access Denied by Tenable.io" />
</TicketingParameters>
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APPENDIX 2: SUPPORTED PROPERTIES AND CONDITIONS

You can add the following Tenable.io and CyberArk parameters to further refine what a CyberArk user
will be allowed to do on a server with Vulnerabilities:

CyberArk Property Description

SafeName The Safe where the requested account is stored.

MachineAddress The address of the machine specified on the account, if it exists.

TransparentMachine Address The address of the machine used in a transparent connection, if it exists.

UserName The name of the user specified on the requested account.
Policyld The name of the platform specified on the requested account.
RequestingUser The name of the user requesting the account.

The DeviceType that’s been accessed. It allows to restrict access to OS accounts while

DeviceType . . gy
P allowing access to Database accounts on a server with OS vulnerabilities.

When True, this property grants login access to a vulnerable server while denying

AllowTransparentConnection Show/Copy

In addition to the properties listed above, all target account properties are available, such as:
DeviceType, Port, Database, LogonDomain, etc.

Supporting exact match comparisons or regular expressions you can add logic like:

e Do not allow if the DeviceType is "Operating System"
e Do not allow if SafeName or PolicylD has PCl in their name

If the property name is prefixed with REGEX: the value will be used as a regular expression comparison,
otherwise it will be used as an exact match:

Options <« Properties
Search Go Name Value
3 [&] Proofpoint Threat Response Name REGEX: SafeName
3 [£] Ticketing Parameters A Value PCl
[E] Message
2 =] Domain
[F] ExcludeGroup
[E] Message

@ E] ExcludeGroup
[E] REGEX:SafeName
@ ] REGEX:PolicylD



Tenable.io Property

Description

plugin.attributes.bid

plugin.attributes.exploit_framework_canvas

plugin.attributes.canvas_package

plugin.attributes.xref:CERT-CC

plugin.attributes.xref:CERT

plugin.attributes.exploit_framework_core

plugin.attributes.cpe

plugin.attributes.cve.raw

plugin.attributes.cvss_base_score

plugin.attributes.cvss_temporal_score

plugin.attributes.cvss_temporal_vector.raw

plugin.attributes.cvss_vector.raw

plugin.attributes.cvss3_base_score

plugin.attributes.cvss3_temporal_score

plugin.attributes.cvss3_temporal_vector.raw

plugin.attributes.cvss3_vector.raw

plugin.attributes.xref:CWE

plugin.attributes.default_account

plugin.attributes.exploit_framework_d2_elliot

plugin.attributes.d2_elliot_name

plugin.attributes.exploit_available

plugin.attributes.xref:EDB-ID

Filter results based on if a Bugtraq ID is equal to, is not equal to, contains, or does not
contain a given string (e.g., 51300).

Filter results based on if the presence of an exploit in the CANVAS exploit framework
is equal to or is not equal to true or false.

Filter results based on which CANVAS exploit framework package an exploit exists for.
Options include CANVAS, D2ExploitPack, or White_Phosphorus.

Filter results based on if a CERT Advisory ID (now called Technical Cyber Security Alert)
is equal to, is not equal to, contains, or does not contain a given string (e.g., TA12-
010A).

CERT Vulnerability ID. Equal, not equal, match, or not match a regular expression (ie:
10031)

Filter results based on if the presence of an exploit in the CORE exploit framework is
equal to or is not equal to true or false.

Filter results based on if the Common Platform Enumeration (CPE) is equal to, is not
equal to, contains, or does not contain a given string (e.g., Solaris).

Filter results based on if a CVE reference is equal to, is not equal to, contains, or does
not contain a given string (e.g., 2011-0123).

Filter results based on if a CVSS base score is less than, is more than, is equal to, is not
equal to, contains, or does not contain a string (e.g., 5)

This filter can be used to select by risk level. The severity ratings are derived from the
associated CVSS score, where 0 is Info, less than 4 is Low, less than 7 is Medium, less
than 10 is High, and a CVSS score of 10 will be flagged Critical.

Filter results based on if a CVSS temporal score is less than, is more than, is equal to, is
not equal to, contains, or does not contain a string (e.g., 3.3).

Filter results based on if a CVSS temporal vector is equal to, is not equal to, contains,
or does not contain a given string (e.g., E:F).

Filter results based on if a CVSS vector is equal to, is not equal to, contains, or does
not contain a given string (e.g., AV:N).

CVSS v3.0 Base Score. Equal, not equal, match, not match, greater than, or less than.

CVSS v3.0 Temporal Score. Equal, not equal, match, not match, greater than, or less
than.

CVSS v3.0 Temporal Vector. Equal, not equal, match, or not match. Regex format:
ACVSS:3.0/E:(U|POC|F|H|ND)/RL:(OF | T|W|U|ND)/RC:(UC| UR|C|ND)$

CVSS v3.0 Vector. Equal, not equal, match, or not match a regex:
ACVSS:3.0/E:(U|POC|F|H|ND)/RL:(OF | T|W|U|ND)/RC:(UC|UR|C|ND)$

Filter results based on Common Weakness Enumeration (CWE2) if a CVSS vector is
equal to, is not equal to, contains, or does not contain a CWE reference number (e.g.,
200).

Filter results based on if the presence of an exploit in the Elliot exploit framework is
equal to or is not equal to true or false.

Filter results based on if an Elliot exploit is equal to, is not equal to, contains, or does
not contain a given string (e.g., Typo3 FD).

Filter results based on the vulnerability having a known public exploit.

Filter results based on if an Exploit Database ID (EBD-ID) reference is equal to, is not
equal to, contains, or does not contain a given string (e.g., 18380).
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Tenable.io Property

Description

plugin.attributes.exploit_framework_exploithub

plugin.attributes.exploitability_ease.raw

plugin.attributes.exploited_by_malware

plugin.attributes.exploited_by_nessus

host.hostname

plugin.attributes.xref:IAVA

plugin.attributes.xref:lIAVB

plugin.attributes.stig_severity

plugin.attributes.xref:IAVT

plugin.attributes.in_the_news

plugin.attributes.malware

plugin.attributes.exploit_framework_metasploit

plugin.attributes.metasploit_name

plugin.attributes.xref:MSFT

plugin.attributes.xref:OSVDB

plugin.attributes.patch_publication_date

plugin.attributes.description

plugin.family

Filter results based on if the presence of an exploit on the ExploitHub web site is equal
to or is not equal to true or false.

Filter results based on if the exploitability ease is equal to or is not equal to the
following values: Exploits are available, No exploit is required, or No known exploits
are available.

Filter results based on if the presence of a vulnerability is exploitable by malware is
equal to or is not equal to true or false.

Filter results if the host is equal to, is not equal to, contains, or does not contain a
given string (e.g., 192.168 or lab).

Filter results based on if an IAVA reference is equal to, is not equal to, contains, or
does not contain a given string (e.g., 2012-A-0008).

Filter results based on if an IAVB reference is equal to, is not equal to, contains, or
does not contain a given string (e.g., 2012-A-0008).

Filter results based on the IAVM severity level (e.g., IV).

Filter results based on if an IAVT reference is equal to, is not equal to, contains, or
does not contain a given string (e.g., 2012-A-0008).

true or false

true or false

Filter results based on if the presence of a vulnerability in the Metasploit Exploit
Framework is equal to or is not equal to true or false.

Filter results based on if a Metasploit name is equal to, is not equal to, contains, or
does not contain a given string (e.g., xslt_password_reset).

Microsoft Bulletin. Readable_regex: MSOX-YZT. Regex format: AMS[0-9]+-[0-9]+$

Filter results based on if an Open Source Vulnerability Database (OSVDB) ID is equal
to, is not equal to, contains, or does not contain a given string (e.g., 78300).

Filter results based on if a vulnerability patch publication date is less than, is more
than, is equal to, is not equal to, contains, or does not contain a string (e.g.,
12/01/2011).

Filter results if Plugin Description contains, or does not contain a given string (e.g.,
remote).

Filter results if Plugin Name is equal to or is not equal to one of the designated Nessus
plugin families:

AIX Local Security Checks, Amazon Linux Local Security Checks, Backdoors, CentOS
Local Security Checks, CGIl abuses, CGl abuses : XSS, CISCO, Databases, Debian Local
Security Checks, Default Unix Accounts, Denial of Service, DNS, F5 Networks Local
Security Checks, Fedora Local Security Checks, Firewalls, FreeBSD Local Security
Checks, FTP, Gain a shell remotely, General, Gentoo Local Security Checks, HP-UX
Local Security Checks, Huawei Local Security Checks, Incident Response, Junos Local
Security Checks, MacOS X Local Security Checks, Mandriva Local Security Checks,
Misc., Mobile Devices, Netware, Oracle Linux Local Security Checks, OracleVM Local
Security Checks, Palo Alto Local Security Checks, Peer-To-Peer File Sharing, Policy
Compliance, Red Hat Local Security Checks, RPC, SCADA, Scientific Linux Local Security
Checks, Service detection, Settings, Slackware Local Security Checks, SMTP problems,
SNMP, Solaris Local Security Checks, SUSE Local Security Checks, Ubuntu Local Security
Checks, VMware ESX Local Security Checks, Web Servers, Windows, Windows :
Microsoft Bulletins, Windows : User management
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Tenable.io Property

Description

plugin.id

plugin.attributes.plugin_modification_date

plugin.name

output

plugin.attributes.plugin_publication_date

plugin.attributes.plugin_type

port.port

port.protocol

plugin.attributes.xref:Secunia

plugin.attributes.see_also

severity

plugin.attributes.solution

plugin.attributes.synopsis

target_group

plugin.attributes.unsupported_by_vendor

plugin.attributes.vuln_publication_date

tracking.state

Filter results if Plugin ID is equal to, is not equal to, contains, or does not contain a
given string (e.g., 42111).

Filter results based on if a Nessus plugin modification date is less than, is more than, is
equal to, is not equal to, contains, or does not contain a string (e.g., 02/14/2010).

Filter results if Plugin Name is equal to, is not equal to, contains, or does not contain a
given string (e.g., windows).

Filter results if Plugin Description is equal to, is not equal to, contains, or does not
contain a given string (e.g., PHP)

Filter results based on if a Nessus plugin publication date is less than, is more than, is
equal to, is not equal to, contains, or does not contain a string (e.g., 06/03/2011).

Filter results if Plugin Type is equal to or is not equal to one of the two types of
plugins: local or remote.

Filter results based on if a port is equal to, is not equal to, contains, or does not
contain a given string (e.g., 80).

Filter results if a protocol is equal to or is not equal to a given string (e.g., http).

Filter results based on if a Secunia ID is equal to, is not equal to, contains, or does not
contain a given string (e.g., 47650).

Filter results based on if a Nessus plugin see also reference is equal to, is not equal to,
contains, or does not contain a given string (e.g., seclists.org).

Equal or not equal to: None, Low, Medium, High, Critical

Filter results if the plugin Solution contains or does not contain a given string (e.g.,
upgrade).

Filter results if the plugin Solution contains or does not contain a given string (e.g.,
PHP).

Equal or not equal to:
default_group: 1, name: Default, shared: 1, owner: nessus_ms_agent, value: 4

true or false
Filter results based on if a vulnerability publication date earlier than, later than, on,
not on, contains, or does not contain a string (e.g., 01/01/2012). Note: Pressing the

button next to the date will bring up a calendar interface for easier date selection.

Vulnerability State. Equal or not equal to: New, Fixed, Active, Resurfaced
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The following operators are available:

Operator Code Operator Name
eq Equal
neq Not Equal
match Match
nmatch Not Match
It Less Than
gt Greater Than
date-It Date Less Than
date-gt Date Greater Than
date-eq Date Equal
date-neq Date Not Equal
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APPENDIX 3: SUPPORTED VARIABLES

The following table contains a list of the variable allowed to be used on the Message parameter:

Variable Description

Svulnerability.plugin_id Plugin ID

Svulnerability.plugin_name Plugin Name

Svulnerability.plugin_family Plugin Family

Svulnerability.synopsis Tenable.io provided vulnerability Synopsis
Svulnerability.solution Tenable.io solution for vulnerability
Svulnerability.description Vulnerability description
Svulnerability.see_also References to see also




